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“If it can happen,  It will happen”



AgendaAgenda

� What is Business Continuity?
� BCP Development
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� BCP Development
� Project Planning Timeline and Project Budget
� Questions

page9



Business Continuity Planning Business Continuity Planning 
DefinedDefined

Business Continuity Planning is the 
process which defines alternative 
operating strategies, tactics, and 
procedures used to ensure the timely and 
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procedures used to ensure the timely and 
orderly resumption of critical business 
functions with minimal or no interruption 
to time-sensitive business operations in 
the event of a disruption.
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What is Business Continuity What is Business Continuity 
Planning?Planning?

� Process you undertake today that enables you to 
recover business operations in response to a 
disruption

� Disruptions can range in impact:
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� Disruptions can range in impact:
– Minor interruptions 

• Limited in duration or scope
• For example, one floor of a facility or an IT outag e of several 

hours

– Major disasters
• Extensive impact on operations for prolonged timefr ame
• For example, loss of a data centre or an entire off ice
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What is Business Continuity What is Business Continuity 
Planning?Planning?

� Focus is on recovery of prioritized critical 
business operations
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� Development of pre-determined activities, tasks, 
and procedures for emergencies and business 
resumption
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Business Continuity Planning Business Continuity Planning 
& Emergency Management& Emergency Management

� Emergency Management - An ongoing process to 
prevent, mitigate, prepare for, respond to, and rec over 
from an incident that threatens life, property, 
operations, or the environment 
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operations, or the environment 
� Business Continuity  - An ongoing process supported 

and funded by senior management to ensure that the 
necessary steps are taken to identify the impact of  
potential losses, maintain viable recovery strategi es, 
recovery plans, and continuity of services and 
operations.



Business Continuity ObjectivesBusiness Continuity Objectives

� Manage risks to reduce the likelihood that a 
disaster occurs

� Prepare for disasters ahead of time
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� Reduce recovery times
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Business Continuity ActivitiesBusiness Continuity Activities

� Supervision and management of recovery 
efforts

� BC Scope
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� BC Scope
– Emergencies – manage and control injuries, 

chemical spills
– Pandemic Preparation – manage and control 

pandemic influenza (flu)
– Site Recovery – manage and control business 

operation recovery



What are the threats?  Some What are the threats?  Some 
examples . . .examples . . .

� Natural causes
– Tornadoes,  

earthquakes, 
hurricanes, severe 
wind storms
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wind storms
– Snow & ice storms
– Epidemic/Pandemic

� “Man-made” 
– Aging Infrastructure
– Utility outages
– System/Code Failures
– Criminal/Terrorist 

activity
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• Satisfy:
Stakeholders, Contracts, Service Level Agreements, 
Regulations

• Protect:
Business, Employees, Assets, Environment

Business Continuity helps to:Business Continuity helps to:
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Business, Employees, Assets, Environment

• Improve:
Business Operations, Client/Vendor Relationships

• Facilitate:
Management Decisions, Timely Response

page17



Business Continuity Program Business Continuity Program 
Components Components –– 2 Processes2 Processes
1) Business Continuity Management 

Process
• Overall process used to manage the development, 

implementation, and execution of a Project Plan
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implementation, and execution of a Project Plan
• Example activities: 

– establish budget, program sponsor, policy, & projec t 
development 

2) Business Continuity Planning Process
• Project Planning life-cycle used to develop a BC Pl an
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BC Planning Process BC Planning Process –– Sequence ViewSequence View

1. Assess hazards/threats, evaluate risks and 
implement controls to mitigate risk

2. Identify critical business processes, assess 
impacts of process or IT failures, recovery 
and DR requirements

3. Assess recovery options, business case for 
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3. Assess recovery options, business case for 
selected strategies

4. Prevent & mitigate risks, develop detailed 
documentation to support recovery

5. Exercise the plan to identify flaws

6. Implement procedures to keep plan current
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BCP Development BCP Development 
StagesStages

� Life-cycle view of 6 
stages

� Output of Stage 1, 2, 

1. Risk 
Assessment

5. Plan  
Testing

6.  Plan  
Maintenance
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� Output of Stage 1, 2, 
and 3 used as input 
for Plan Development

2. BIA

3. Strategy 
Development

4. Plan  
Development
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BCP Development StagesBCP Development Stages

5. Plan  
Testing

6. Plan  
Maintenance

1.  Risk Assessment
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2. BIA

3. Strategy Development

4. Plan  
Development

page22



Stage 1 Stage 1 -- Risk AssessmentRisk Assessment
� Evaluate risks (Hazard Identification and 

Risk Assessment)
– Risk: the likelihood that a hazard may cause 

harm
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� Implement controls to reduce or eliminate 
risks
– Examples

• Backup generators
• Failover / high availability of servers
• New Emergency Procedures (i.e. infectious disease, 

etc..)
• New file backup procedures



OtherOther KindsKinds of Risksof Risks

� Defined event risks
� Vendor risks
� Employee/ Presenter / loss of skills sets risks
� Participant risk

��������	
�����	
�	��
�����		�	�� ����
������

� Venue Risk
� Business process risks

– Old equipment that cannot be replaced
– IT recoverability
– Lack of documentation
– Critical documents on site



Prevention/Mitigation PlanningPrevention/Mitigation Planning

� Reduce the possibility of danger to the lives of em ployees, 
suppliers, and customers

� Decrease the possibility and/or impact for any disr uptions 
identified in the Risk Assessment Phase
Ensure compliance risks (ie. SOX, control) addresse d 
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� Ensure compliance risks (ie. SOX, control) addresse d 
through adequate protection

� Define incident escalation and crisis management pr ocess
� Capture plan in ‘action log’
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BCP Development StagesBCP Development Stages

5. Plan  
Testing

6. Plan  
Maintenance

1. Risk Assessment
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3. Strategy Development

4. Plan  
Development

2.  Business Impact 
Analysis
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Stage 2 Stage 2 –– Business Impact Business Impact 
AnalysisAnalysis
� What is the impact in the event that a business 

process or operation is unavailable?

� Assume worst case scenario
– From Business point of view
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– From Business point of view
– From Project point of view

� Identify critical business operations and 
supporting processes (Identify sub-processes)

– Data Production Centre is critical
– Supporting process are critical (HR, IT)
– Critical DR functions



Stage 2 Stage 2 –– Business Impact Business Impact 
AnalysisAnalysis

� Determine requirements for recovery
– Example Recovery Time Requirements:

• Maximum Tolerable Outages (MTO) = 4 hours to provid e 
data to client
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data to client
• Recovery Time Objective (RTO) for IT = 2 hours

– Additional Requirements:
• Resumption steps & procedures
• Staff requirements
• Alternate work areas, IT processing areas
• Critical IT systems and dependencies
• Critical resources



BCP Development StagesBCP Development Stages

5. Plan  
Testing

6. Plan  
Maintenance

1. Risk Assessment
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4. Plan  
Development

3.  Strategy Development

2. Business Impact 
Assessment
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Stage 3 Stage 3 –– Recovery Strategy Recovery Strategy 
DevelopmentDevelopment

� Assess alternate recovery options and 
strategies

– IT and business operations
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� Choose feasible recovery options

� Example Strategies:
– Evaluate alternative office space
– Identification of Key staff and roles
– Cross training
– Mobility & Incident Readiness Assessment Survey
– Vendor/Service Provider Assessment



BCP Development BCP Development 
StagesStages

5. Plan  
Testing

6. Plan  
Maintenance

1. Risk Assessment
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2. Business Impact 
Assessment

4.  Plan 
Development

3. Strategy Development
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Stage 4 Stage 4 –– Plan DevelopmentPlan Development

� Use input from Stages 1, 2, and 3 to develop 
plan
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� BCP Action Plan – focus on business process 
recovery - “the show must go on….”

� What DR functions can be recovered to meet 
Business requirements



Action PlanAction Plan

� Develop PLAN to address the following phases:
� Immediate Response:

– Notification and emergency response
– Secure human safety and prevent injury
– Structured series of actions to contain the inciden t
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– Structured series of actions to contain the inciden t
– Assess situation:  Decision making for control of s ituation and 

safety
� Response Phase:

– Decision to mobilize BCP teams
– Evaluate impact to time sensitive, critical and ess ential 

programs and services
– Identify communication needs, physical & human reso urces 

needed to resume priority programs and services



Action Plan (contAction Plan (cont……))

� Resumption Phase:
– Resume only sensitive, critical and essential busin ess 

operations
– Activation of pre-defined temporary workarounds
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� Recovery / Restoration Phase:
– Resume all remaining processes to normal operating 

levels
– Review threat of repeated disruption(s)
– Address decision to remain in temporary sites or mo ve 

back to original, new or restored environments 
– Once all business restored, lessons learned session



Real Events Real Events –– Lessons LearnedLessons Learned

� So what happened & what could 
have been done better?
– Aug. 2003 North East Blackout?
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– Aug. 2003 North East Blackout?
– SARS or H1N1?
– Systems Crash/Code Error?
– Severe Weather Events?
– No Budget or Project Timeline
– Other? Take - Away



BCP Development StagesBCP Development Stages

6. Plan  
Maintenance

1. Risk Assessment
5.  Plan 

Testing
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2. Business Impact 
Assessment

3. Strategy Development

4. Plan Development
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Stage 5 Stage 5 –– Plan Exercise/TestPlan Exercise/Test

� Validate Project Plan (BC plan and DR plan)
– Update Project plan with corrections found during 

exercises and testing

– Update BC/DR plans with validated recovery 
requirements such as Maximum Tolerable Outages 
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requirements such as Maximum Tolerable Outages 
(MTO) and Recovery Time Objectives (RTO) for IT

� Plan Review
– Maintain plan in a state of readiness

– Changes may be due to:
• Staffing and Team Changes

• Process Changes

• Venue



BCP Development StagesBCP Development Stages

1. Risk Assessment

6.  Plan Maintenance
5. Plan Testing
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2. Business Impact 
Assessment

3. Strategy Development

4. Plan Development
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Stage 6 Stage 6 -- Maintenance of BCPMaintenance of BCP

1. Plan updates
2. Ongoing risk assessments
3. Continued test schedule 
4. Audits
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5. Communications /training /awareness 
6. Integration with suppliers, key customers
7. Incident command reviews, event log
8. Translate lessons learned into improvements
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BCP Plan DocumentationBCP Plan Documentation

Emergency Response (ER) / Incident Escalation
• Full set of response procedures for a variety of po ssible events 
• Incident escalation model development

Risk Assessment  (RA) / Business Impact  Analysis ( BIA) / Preventions & 
Mitigations

• Assessing the risks to business: processes, facilit ies and IT
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• Assessing the risks to business: processes, facilit ies and IT
• Understand of the maximum downtimes organization ca n tolerate and financial impacts
• Development of mitigation actions to reduce identif ied risks

IT DR Plan & BCP Action Plan
• Development of specific tools to be used in the eve nt of an interruption
• Prepared guidelines of critical actions to minimize  downtime and continue to meet 

service deliverables

Plan Testing and Sustaining BCP Communications + Tr aining
• Testing of plan to ensure that it is thorough
• Establishing a process to review and update plans a nnually
• Developing a training strategy to ensure key member s understand their 

roles/responsibilities and that these are maintaine d
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Project Planning

� Include BCP and DR in every project 
plan as part of the Life Cycle

� Incident Management requires; 
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� Incident Management requires; 
Corporate culture and budget

� BCP/DR exercise/testing before 
completion of project



Q&AQ&A
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